4.Change of bank details_sub

0:03
It was late on a Friday afternoon.

0:05
The finance office at the local hospital was almost empty.

0:09
Alice was sitting at her desk, finishing off a few things when she received an e-mail.

0:14
It looked to be from a local construction company, an approved supplier for the hospital, informing the hospital that the company's bank details had changed from that day.

0:24
Alice thought it slightly odd, but the e-mail seemed legitimate, having the correct logo and branding.

0:31
She opened the finance system to get the bank details amended, but then stopped to think.

0:36
The company is definitely one of our suppliers, but how can I be sure that this e-mail is genuine?

0:42
What if someone is trying to scam us?

0:45
Alice looked up a recent alert the finance team had received, reminding them to always check requests for changes to supplier details by using established contact details.

0:56
She looked through her contact book and called the construction company, who confirmed that no one had emailed about their bank account details changing.

1:04
Alice realised that the e-mail was fraudulent.

1:07
If she had amended the bank account details on the system, the next payment worth over 600,000 lbs would have gone directly to criminals.

1:17
When she looked more closely at the e-mail, it was clear that the e-mail address was slightly different to the one she had in her contact directory.

1:25
Alice told her supervisor about what had happened to ensure that all staff were vigilant about all future requests.

1:32
She also explained to the construction company that fraudsters had tried to use their name to divert payments from the NHS to their own account.

1:42
The NHS Counter Fraud Authority identifies, investigates and prevents fraud, bribery and corruption within the NHS and health sector.

1:53
If you have a concern about NHS fraud, call us anonymously on O 800-0284 O 6 O or report it to us online at www.cfa.nhs.uk/reportfraud.
