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1. Introduction 

 
1.1 The NHS Counter Fraud Authority (NHSCFA) is a special health authority with a 

remit to identify, investigate and prevent fraud within the NHS and wider health 

sector. 

 
1.2 This document provides Local Counter Fraud Specialists (LCFSs), procurement 

and finance staff with guidance which can be used to support work to prevent and 

detect procurement fraud and corruption at a local level. The focus of the document 

is on pre-contract fraud and corruption. It reflects our current understanding of the 

key threats facing the NHS in these areas. This document is intended to 

supplement existing polices, directives and guidance available more widely in the 

NHS by providing an overview of the pre-contract procurement process from a 

counter fraud perspective. 

 
1.3 The document also reflects the NHSCFA’s current understanding of the key threats 

facing the NHS and includes advice on raising awareness of procurement fraud. It 

is intended to supplement existing polices, directives and guidance available more 

widely in the NHS, by providing an overview of NHS procurement processes from a 

counter fraud perspective. 

Background 

1.4 Established in November 2017, the NHSCFA is independent from other NHS 

bodies and directly accountable to the Department of Health and Social Care 

(DHSC). 

 
1.5 The DHSC Anti-Fraud Unit (DHSC AFU), as the NHSCFA’s departmental sponsor, 

has identified that the assessment of intelligence enables national prioritisation of 

actions both in terms of key fraud risks and in terms of how risks are tackled against 

established standards. The NHSCFA undertakes a prioritisation exercise annually 

to identify its key business priorities. 

Procurement fraud in the NHS environment 

1.6 Procurement and commissioning fraud is an issue of concern across the whole of 

the NHS with indications that procurement rules are not being adhered to. There is 

a difficulty within the pre-contract stages in identifying cartel1 type activity and non- 
 
 
 

1 
Cartel type activity refers to two or more businesses agreeing not to compete with each other in certain 

ways. An agreement doesn’t have to be in writing for it to be illegal. You can break the law if you have an 

informal conversation (or ‘gentleman’s agreement’) with another business, even if the agreement isn’t carried 
out. 
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framework purchasing taking place at local level. With no central data on tenders 

and contract awards, it is difficult to accurately quantify the level of fraud. 

 
1.7 The levels of fraud reporting within procurement are very low but it is a huge area of 

spend and activity, crossing all sectors of the NHS. The NHSCFA estimates that in 

2015-16 the loss to procurement fraud was £252m. 

 
1.8 Lord Carter, in the 2016 report ‘Operational productivity and performance in English 

NHS acute hospitals: Unwarranted variations’, looked at a range of key resource 

areas within the NHS including procurement. In response to the findings of the 

Carter report which identified unwarranted variations in NHS procurement, DHSC 

launched the NHS Procurement Transformation Programme (PTP). 

 
1.9 NHS Supply Chain (NHS SC) is a nationally co-ordinated end-to-end supply chain 

function currently provided on an outsourced basis by a private contractor. The PTP 

will establish new contractual arrangements, which will collectively make up the 

Future Operating Model (FOM) for the NHS SC in future. 

 
1.10 The FOM will deliver a number of recommendations published in Lord Carter’s 

report by modernising the NHS SC infrastructure and promoting efficient purchasing 

and distribution of products. The aim of the FOM is to realise savings of £2.4 billion 

(from 2015/16 when the PTP programme began) based on an increased in national 

uptake of NHS SC use during the first five years operation, with an end-state annual 

saving of £615 million in real terms from 2023/23 onwards. 

 
1.11 The NHS is one of the biggest publicly funded healthcare systems in the world. 

Recent information suggests that NHS non-pay spends is approximately £27 billion 

per annum, (typically 30% of operating costs2) of which nearly £6 billion is spent on 

goods (every day hospital consumables, high cost devices, capital equipment and 

common goods). With this level of spend, the NHS should perform as one of the 

most effective buyers but it is currently unable to leverage its buying powers due to 

the fragmented procurement landscape. 

 
1.12 This document is split into eight sections: 

 
Section Two outlines the NHS procurement regulatory framework, standards, and 

guidelines. 

Section Three provides an overview of the generic risks faced from breaches to 

health body Standing Orders, Standing Financial Instructions and EU public 

procurement directives. 

Section Four looks at the concerns surrounding conflicts of interest. 

 
2
See https://www.supplychain.nhs.uk/icc/~/media/Files/News/FOM_HANDBOOK%20Oct%202017.ashx 

https://www.supplychain.nhs.uk/icc/~/media/Files/News/FOM_HANDBOOK%20Oct%202017.ashx
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Section Five focuses on bribes and kickbacks. 

Section Six looks at the dangers of false quotations and tenders, and bid rigging. 

Section Seven discusses manipulating the tender process. 

Section Eight explores the area of contract splitting. 
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2. Key NHS procurement regulatory 

framework, standards, and guidelines 

2.1 It is a long established principle that public sector bodies must be impartial and 

honest in the conduct of their business and that their employees should remain 

beyond suspicion. The building blocks for the maintenance of these standards in the 

area of procurement are the policies, standards, regulations and directives that 

govern it. 

 

2.2 A fair, open and transparent procurement process demands that any staff involved 

in undertaking or reviewing it (not only those in procurement departments or those 

regarded as procurement professionals) are adequately trained to fulfil their 

function. This training should include counter fraud, corruption and bribery 

elements. Through adherence to core procurement standards, the risk of poor 

practices entering into business as usual can be avoided. Furthermore, an 

organisational culture that fails to maintain procurement standards can be seen to 

undermine the confidence that staff, patients, public regulators and contractors alike 

have in the health service. 

 

2.3 The information contained in this section is intended only as a guide and, as such, it 

should not be relied upon as comprehensive. 

 

2.4 Standards and policies for public sector procurement in the UK are set by the 

Crown Commercial Service (CCS) of the Cabinet Office. The CCS is responsible 

for: 

 

▪ managing the procurement of common goods and services so public sector 

organisations with similar needs achieve value by buying as a single 

customer 

▪ increasing savings for the taxpayer by centralising buying requirements for 

common goods and services and bringing together smaller projects 

▪ leading on all procurement policy on behalf of the UK government 

 
2.5 Public procurement in the UK is directed by the EU Treaty and the EU Procurement 

Directives. The UK Public Contract Regulations 2015 and the UK Public 

Procurement Regulations 2016 implement the EU Directives. This legal framework 

is provided to ensure public procurement is conducted in a fair and transparent 

manner both within the UK and across the EU. The EU procurement requirements 

must be followed, in addition to the UK procurement regulations, in cases where the 

value of the procurement is over a certain monetary threshold. 
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2.6 The DHSC has published guidance that summarises the Public Contract Regulation 

requirements for NHS commissioners (and those supporting them with their 

procurement of healthcare services)3. 

2.7 It is important that the Board and senior management teams have a sound 

understanding of the standards that their organisation should be meeting in relation 

to procurement and should provide support to improve the organisations’ 

procurement performance. 

 

2.8 The NHS Procurement and Commercial Standards4 are structured to enable 

Boards and other key stakeholders to assess the benchmark procurement 

performance and identify areas for improvement. They provide a framework for 

consistent approaches and practices, delivering benefits across the NHS 

procurement performance. The standards have been developed to support NHS 

healthcare provider organisations. 

 

2.9 The NHS Terms and Conditions for the Supply of Goods and Provision of Services 

introduces the different sets of contracting terms and conditions for use by NHS 

bodies when procuring goods and services and how they fit together5. The 

guidance is intended to support NHS bodies when preparing terms and conditions 

for inclusion in tender documents and when drawing together contracts for the 

purchase of goods and services. Before undertaking individual procurement using 

the NHS Terms and Conditions, NHS bodies should consider the FOM (referred to 

in section 1.9) for Value Maximising Procurement. 

 

2.10 Standing orders (SOs), together with Standing Financial Instructions (SFIs), provide 

a framework of rules for the business conduct of the health body. They fulfil the dual 

role of protecting the health body’s interests (ensuring, for example, that all 

transactions maximise the benefit to the health body) and protecting staff from the 

accusation that they have acted less than proper (provided, of course, that staff 

have followed the correct procedures outlined in the relevant document). 

 

2.11 SFIs set a financial threshold above which competitive tendering should be sought. 

This is set by the health body and should be reviewed annually. While there may be 

good reasons why competitive tendering is not sought in particular cases even 

above the threshold, the reason for this decision must be recorded. The limited 

application of single tender rules should not be used to avoid competition, for 

administrative convenience or to award further work to a contractor originally 

appointed through a competitive procedure. 

 
 

3https://www.gov.uk/government/publications/public-contracts-regulations-2015-for-nhs-commissioners       
4 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/539626/St  
andards_of_Procurement.pdf 
5https://www.gov.uk/government/publications/nhs-standard-terms-and-conditions-of-contract-for-the- 
purchase-of-goods-and-supply-of-services 

https://www.gov.uk/government/publications/public-contracts-regulations-2015-for-nhs-commissioners
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/539626/Standards_of_Procurement.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/539626/Standards_of_Procurement.pdf
https://www.gov.uk/government/publications/nhs-standard-terms-and-conditions-of-contract-for-the-purchase-of-goods-and-supply-of-services
https://www.gov.uk/government/publications/nhs-standard-terms-and-conditions-of-contract-for-the-purchase-of-goods-and-supply-of-services
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2.12 SFIs encourage a process for identifying and quantifying risks and potential 

liabilities and encourage all levels of staff to have a positive attitude towards the 

control of risk. 

 

2.13 All Executive Directors, non-Executive Directors and members of staff should be 

aware of the existence of these documents and, where necessary, be familiar with 

their detailed provisions. All SOs should encompass the operational requirements 

for tendering and contract procedures, although details may vary to some extent. 

 

2.14 NHSCFA sets standards for NHS commissioners and providers to counter fraud, 

bribery, and corruption as required in Service Condition 24 of the NHS Standard 

Contract. The standards and related guidance for commissioners and providers 

are available on the NHSCFA website (www.cfa.nhs.uk). 
 

2.15 All contracts should be awarded to the candidate whose proposal offers the best 

value for money. While there may be good reasons why the tender with the lowest 

price has not been awarded the contract, these should be recorded and maintained. 

 

2.16 Many health bodies have local procurement policies that complement their standing 

orders and must be adhered to when undertaking procurement. While these local 

policies are likely to share many elements with those of other health bodies, 

individual roles, functions and opportunities to exercise discretion may vary. This 

diversity is likely to make direct comparisons complex. However, procurement 

conducted outside of local policies is unlikely to be in the interests of a health body. 

http://www.cfa.nhs.uk/
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3. Breaches of SOs, SFIs and EU public 

procurement directives 

3.1 SOs, SFIs and EU public procurement directives are issued for the regulation of 

conduct. They are designed to ensure that the financial transactions of public 

bodies are carried out in accordance with both law and government policy. 

 

3.2 Spend that has not received the correct authority or has taken place outside an 

authorised contract is called ‘maverick spend’. In itself, the presence of maverick 

spend does not indicate that corrupt activities have taken place. Maverick spend, 

either intentional or unintentional, nonetheless opens up various opportunities for 

short-cuts, reduced scrutiny and collusion that would not be present if the correct 

procedures were followed. 

 

3.3 Over time the number of EU and UK regulations and guidelines has grown, creating 

the perception in some quarters that public procurement is an excessively 

bureaucratic process. Claims that breaches of SFIs have been carried out in the 

best interest of a health body should always be viewed with caution. An 

organisational culture that allows poor procurement practices to enter into 

‘business-as-usual’ exposes purchasers to preventable losses or increased costs 

and severely limits the possibility of criminal prosecution where wrongdoing has 

occurred. 

 

3.4 The most common breaches of procurement processes identified by the NHSCFA 

are: 

 

▪ no tender process adopted at all 

▪ inappropriate use of tender waivers 

▪ undervaluation of the contract 

▪ splitting contracts with no rationale 

▪ negotiation with one supplier contrary to the rules of the procurement 

process being adopted 

▪ negotiation of key contract issues post award 

▪ failure to keep or publish evaluation criteria 

▪ vague specification criteria 

▪ failure to receive a sufficient number of bids 

▪ failure to provide a rationale for the selection of certain bidders chosen to be 

invited to tender/quote 

3.5 Failure to comply with SFIs and EU procurement directives can be regarded as a 

disciplinary matter that could result in dismissal. It may also lead to a procurement 

exercise having to be re-tendered. It is a corporate offence under the Bribery Act 

2010 for an organisation to fail to prevent active bribery (i.e. promising or giving a 
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financial or other advantage) by not having adequate preventative procedures in 

place. 

 

Preventing breaches of SOs, SFIs and EU 

public procurement directives 
 

3.6 It is incumbent on NHS bodies to have appropriate governance arrangements which 

will enable them and their boards to discharge their financial responsibilities. These 

arrangements will assist in good governance, leading to transparency in the policies 

adopted, the decisions made and the process used to arrive at a decision. Health 

bodies should also make sure that staff involved in procurement processes are 

aware of these arrangements, and stress to them the importance of ethical 

behaviour in their role of public servants. This should be supported by adequate 

training and opportunities to receive advice on ethical dilemmas. 

 

3.7 The following measures can contribute to both effective governance and the target- 

hardening of health body procurement processes: 

Process 

▪ Encouraging the use of e-procurement systems so that the various stages of 

the procurement process including the decision-making process are 

transparent and auditable. These systems can limit the interaction with 

potential suppliers, especially during negotiations. This limits the 

opportunities for bias and corruption to emerge. 

▪ Having robust procurement project plans setting out key roles and 

responsibilities, the outcome of risk assessments and plans to address 

identified risks. 

▪ Using gateway reviews to assess and consider fraud and corruption risks to 

the procurement process. 

▪ Documenting decisions and providing a clear rationale for the choices made. 

▪ Demonstrating transparency in the process by posting in advance 

procurement schedules and plans, advertisements and contract award 

notices. 

▪ Ensuring that the health body’s ‘contracts register’ is kept up to date. 

▪ Promoting the effective use of business interests registers among staff 

involved in procurement decisions in health bodies and raising awareness 

about conflict of interests and hospitality guidelines. 

▪ Providing clear written instructions and procedures for staff involved in 

procurement. 

▪ Auditors and trust boards should be asking challenging questions about the 

procurement process to provide assurance. Auditors should also be 

detecting and mitigating risks during their audits of procurement and contract 

management. 
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▪ A fair and transparent process for handling supplier complaints. 

Personnel 

▪ Ensuring that changes to procurement regulations or internal policy are 

communicated promptly to appropriate staff. 

▪ Ensuring that procurement staff have the necessary skills and experience to 

undertake the task required of them. 

▪ Introducing clear separation of duties among staff involved in the different 

stages of the procurement process. There should be clear separation 

between budgetary authority and procurement authority. It is recommended 

that there should be an appropriate separation of duties within the 

procurement cycle between those who draw up tender specifications, those 

who invite bids, and those who evaluate the contracts. 

▪ Apply the “four eyes” principle, which ensures the joint responsibility of two or 

more people for key decision making. Each person involved in the chain of 

decision making and conducting due diligence, does so independently of the 

other people involved. 

▪ Rotating procurement staff between contracts to prevent the possibility of 

improper relationships developing over time. 

▪ Providing those involved in conducting or reviewing procurement processes 

with an understanding of the key fraud and corruption issues, and of how 

they can report any concerns that may arise. 

▪ Taking action against staff found breaching procurement regulations and 

procedures. 

Assurance 

▪ Ensuring that procurement decisions are subject to proper scrutiny and do 

not merely rely upon the assurances of staff involved in the process. 

▪ Using gateway reviews to assess and consider fraud and corruption risks to 

the procurement process. 

▪ Reporting on procurement activities to the Director of Finance (DoF) and 

Audit Committee on an annual basis. 

▪ Deterring wrongdoing by implementing and being seen to administer checks 

to the procurement process. 

▪ Having an independent complaint, review and resolution system in relation to 

suppliers who believe the procurement process conducted has not been fair 

or transparent. Complaints should be dealt with separately from those 

involved in the procurement. 

▪ Ensuring those on the Audit Committee and any governance groups have 

sufficient understanding of the procurement process to enable meaningful 

scrutiny to take place. 
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Detecting breaches of SOs, SFIs and EU public 

procurement directives 

3.8 It is recommended that breaches of SOs, SFIs and Directives are reported through 

an escalation process which includes informing the LCFS, DoF and Audit 

Committee. Informing the LCFS enables them to determine whether or not 

enquiries are necessary to establish if wrongdoing has occurred. All action should 

be documented and proportionate to the risk identified. 

 

3.9 The LCFS will need to liaise with all relevant groups that are informed of any 

breaches of SFIs and procurement regulations. These may include internal and 

external audit, Audit Committees, procurement departments, the Finance 

Directorate and any Capital Investment Committee or relevant governance group. 

Relevant governance groups such as the Audit Committee should challenge the 

way decisions are made and the reasons given for them, ensure the appropriate 

processes have been followed and establish the reasons for non-compliance and 

their validity. In some circumstances, an audit may be required to establish in more 

detail what breaches of the tender and procurement process have taken place. This 

will usually include an assessment of the historical and future value of the works 

being procured. 

 

3.10 The LCFS should ensure that the health body has followed robust policies for 

informed decision making and procurement. These will include: 

 

▪ a robust business case for the proposed procurement 

▪ a system for overseeing single tender waivers 

▪ a process for preparing tender documentation 

▪ a clear evaluation process which includes appropriate scoring and 

assessment of ‘value for money’ 

 
 

3.11 There are a number of key areas and indicators that the health body and the LCFS 

should consider in order to determine the level of risk that specific breaches of SOs, 

SFIs and procurement regulations pose for the health body. Factors to be taken into 

account include: 

 

▪ The percentages of non-pay spend influenced by procurement professionals. 

The health body should determine and document what degree of influence 

from the procurement department is appropriate to each level of spend. 

▪ Levels of procurement influence at different stages of the procurement 

process. This need to be set out across the health body to ensure good 

practice is maintained. This can involve the procurement department’s role in 

overseeing the appropriate advertisement and invitation to tender, agreeing 

the specification and evaluation criteria as well as being involved in project 
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team membership and holding the tender documentation for future audit 

requirements. 

▪ The values of individual supplier spend for contracts not influenced by 

procurement professionals. What are the reasons for the expenditure being 

outside the influence of the procurement department and are there good 

reasons and controls around the process and spend incurred? 

▪ The percentages of non-pay spend covered by contracts. It is good practice 

for procurement to maintain a contracts register to assist in the good 

management of the contracts and to plan for future procurement 

requirements. 

▪ The value of non-compliant spend (spend without contract). There should be 

regular monitoring of individual suppliers, with a corrective action plan and an 

identified business/procurement lead responsible for implementing it. 

▪ The percentage and amount of spend with no purchase order. Reports 

should be run to identify payments where no purchase order has been 

raised. The reports should be considered to determine the reasons and to 

ascertain whether there are any units not following correct procedures. 

▪ The number of incidents of non-compliance with procurement policies and 

standards. 

▪ The number of legal challenges. 

▪ The percentage, number and value of single tender procurements. 

 
3.12 The LCFS should examine the use of ‘pilot’ projects. Pilots can be used to 

circumvent procurement regulations and are a way to introduce a supplier into an 

organisation. Once this happens, ‘contract creep’ can develop and the supplier’s 

position in the health body becomes stronger. The use of pilots should be 

examined, especially when it results in high value work being awarded to the 

supplier involved. 

 

3.13 When a specific breach has been identified, the LCFS may wish to examine the 

procurement process cycle to ascertain in what areas it did not follow a proper 

procurement route and the reasons given for that. The rationale for action (e.g. the 

justification given for a tender waiver) should be looked at objectively and the extent 

of any challenge by the relevant oversight function at the health body (e.g. Audit 

Committee) should be examined. 

 

3.14 Where any breaches have occurred it may be necessary to examine whether legal 

opinion has been sought and whether the legal opinion is from the usual legal 

representatives of the health body on procurement matters. For example, there 

have been examples of health body staff representatives using the same legal 

adviser as a potential supplier in order to influence and legitimise decisions on bids 

by that supplier. 
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Case example – Breaches of SOs, SFIs and EU 

public procurement directives 

Allegations were received that a director of finance (DOF) in collusion 

with two consultants acted both with impropriety and against the 

interests of their NHS health body. There were numerous breaches of 

the health body’s Standard Operating Procedures and of EU 

procurement rules. 

 

A concept for selling and leasing back health body assets was floated to 

the Board by the DOF. With tentative agreement from the board that the 

proposal should be explored, the DOF engaged two consultancy 

companies to advise whether or not the health body should proceed. 

Representatives of both consultancy companies were believed to be 

personal friends of the DOF. There was no tender process undertaken to 

engage either of the consultants. 

 

The two consultants advised that the health body should proceed. This 

was put to the board, which subsequently agreed. The tender process 

was driven with extreme haste, disregarding the stringent timelines and 

requirements for public sector procurement contracts. There was an 

inappropriate use of the ‘accelerated restricted’ procedure. While the 

total value of the contract was over £50m, the DOF’s timings allowed 

only twelve working days to scrutinise, evaluate, interrogate and address 

issues raised by the submitted tenders. A specification had not been fully 

prepared and developed and this resulted in the bidders being unable to 

bid in a uniform manner. It was thus impossible to compare bids. There 

was very little documentation to support a robust or fair selection 

process when the successful bidder was awarded the contract. 

 

The contractual process required a valuation of the health body assets 

transferred in the contract. An independent valuation of these assets 

was organised by the DOF. In a clear breach of both the health body’s 

Standard Operating Procedures and directions from the Board, the DOF 

appointed a company to perform the valuation. The company was linked 

to the winning bidder. 

 

The contract contained a clause which required the health body to buy 

back assets at the end of the contract. This was not referred to in the 

original specification and contract terms and was negotiated post-award. 

The value of the ‘buy back’ element also required board approval and 

had serious implications for the value for money achieved by the health 
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body. Board approval was never sought and the contract was 

implemented. 

 

After concerns were raised, a truly independent valuation of health body 

assets was undertaken. Health body assets were found to have been 

significantly overvalued in the previous valuation. The impact of this was 

that the cost of leasing and maintaining the assets in return for the next 

12 years were significantly greater for the health body than they 

otherwise would have been. It was found that the health body could have 

saved around £21 million over the lifetime of the contact had an open 

and transparent procurement exercise been undertaken. 

 

The DOF left his role shortly after the contract was signed. No 

prosecutions were possible in this case, and a major contributing factor 

for this were the failings of the board in terms of oversight and good 

procurement practice. 
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4. Conflict of interest 
 

4.1 A conflict of interest can arise during any stage of the procurement process and 

exists where an individual has an economic or personal interest in a transaction. 

When a conflict of interest arises, it is the responsibility of the health body to 

manage that conflict and ensure that it does not impact on a fair and transparent 

procurement. 

 

4.2 A conflict of interest might occur due to the possibility of individuals having: 
 

▪ a direct financial interest 

▪ an indirect financial interest 

▪ a non-financial or personal interest 

▪ a conflict of loyalties. 

 
There may also be a negative interest that needs to be declared, as it may mean 

someone will not be impartial to a certain company (e.g. for personal reasons). 

 
4.3 In February 2017, NHS England published guidance on managing conflicts of 

interest6. The guidance introduced common principles and rules for managing 

conflicts of interest, provides simple advice to staff and organisations about what to 

do in common situations, and supports good judgement about how interests should 

be approached and managed. The guidance came into force on 1 June 2017 and is 

applicable to the following organisations: 

 

▪ Clinical Commissioning Groups via the statutory guidance issued by NHS 

England 

▪ NHS Trusts and NHS Foundation Trusts – which includes secondary care 

trusts, mental health trusts, community trusts, and ambulance trusts 

▪ NHS England 

 
4.4 While establishing and running systems and processes for managing conflicts of 

interest is just one aspect of good governance, a failure to acknowledge, identify 

and address a conflict of interest may result in poor decisions, legal challenge and 

reputational damage. 

 

4.5 A conflict of interest can lead to bias and corruption in the bid evaluation and 

approval processes. Bias can be said to have occurred when a fair minded 

observer, having considered the facts, would conclude that there was a real 

possibility of it occurring. A person who dishonestly abuses a position that they 

occupy and is expected to safeguard the organisation’s interests may also be guilty 

of the offence of fraud by abuse of position according to section 4 of the Fraud Act 
 

6 
https://www.england.nhs.uk/ourwork/coi/ 

https://www.england.nhs.uk/ourwork/coi/


OFFICIAL 

OFFICIAL 19 

 

 

 

 

2006. Even when bias does not occur, a lack of transparency in the declaration and 

management of a conflict of interest can lead to the perception that wrongdoing 

exists. 

 

4.6 Section 75 of the Health and Social Care Act 2012, places a requirement on 

commissioners to ensure that they adhere to good practice in relation to 

procurement such as; do not engage in anti-competitive behaviour, and promote the 

right of patients to make choices about their healthcare. 

 

Managing a conflict of interest 

4.7 The following measures can contribute to both effective governance and the target 

hardening of health body processes against conflicts of interest: 

Process 

▪ There should be a clear Conflict of Interest Policy and Standards of Business 

Conduct which are well publicised and enforced. The policy should detail 

who should have to complete a declaration of interests and this should 

include staff or agents of the health body who may be involved in any way 

with procurement decisions. Staff (or agents) should disclose any interest 

that family and friends may have in any potential supplier. Staff (or agents) 

should not be involved in any part of the procurement process if they have a 

conflict of interest with any of the potential suppliers bidding. An ethical set of 

values and culture should be encouraged, which will assist in avoiding 

conflict of interest situations and help prevent bribery or a biased 

procurement process. 

▪ A register should be maintained in which conflicts of interest are recorded. 

Disclosure should be full and include the business interests of the family and 

close friends of those involved in the procurement process. The register 

must include ‘nil returns’. A model declaration form is available in NHS 

Counter Fraud Authority’s Bribery Act guidance which is available on the 

NHS Counter Fraud Authority secure site (https://extranet.cfa.nhs.uk). 

▪ All potential suppliers should be required to declare any personal or family 

relations within the health body at the pre contract stage. 

Personnel 

▪ A sensible degree of separation of duties should exist between those 

administering and managing contracts, and those responsible for 

procurement or commissioning. This can assist in maintaining a ‘firewall’ 

between suppliers and purchasers. 

▪ It is recommended that consultants engaged to assist in a procurement 

process report directly to a senior executive within the procurement team and 

have sufficient training and understanding of NHS procurement standards. 

https://extranet.cfa.nhs.uk/
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▪ Where a potential supplier is working with an organisation to assist in the 

development of a specification, care should be taken to integrate the views of 

more than one supplier. This will assist in avoiding specifications that are 

tailored to one particular supplier (see section 8). There should also be clear 

criteria as to how suppliers are selected to assist in drawing up 

specifications, and their involvement should be disclosed in any resulting 

procurement process. 

▪ It is good practice to require consultants to sign a declaration which includes 

identifying any previous work with potential suppliers. 

Assurance 

▪ The register of interests should be regularly reviewed and submitted to the 

board or audit committee for scrutiny and publication. 

▪ Audit should routinely check compliance with policies and procedures. 
 

Detecting a conflict of interest 

4.8 The detection of conflict of interest situations depends on having good governance 

arrangements and ensuring that a robust policy for managing this threat is adhered 

to. The following checks will assist in the detection of an undeclared conflict of 

interest: 

 

▪ Identifying conflicts of interest not declared in the ‘register of interest’; this will 

help determine whether or not a suspicion of fraud exists. Such instances 

should be monitored and action taken to determine the effectiveness of the 

organisation’s response. 

▪ Analysing information relating to supplier spend awarded by specific 

members of staff, and looking out for unusual and long-term patterns. Are 

individuals giving large amounts of work to certain suppliers, and if so, can 

this be justified? 

▪ Ensuring that all allegations of a conflict of interest are recorded on FIRST7. 

This process will allow the development of intelligence over time on issues 

which may not be immediately evident when considered in isolation. 

▪ Carrying out pro-active checks of the register of interests and register of 

contracts. These checks can be made against both Land Registry (e.g. 

property ownership) and company information which are available in the 

public domain. 

 
 
 
 
 

7 
FIRST (Fraud Information Reporting System Toolkit) is an information gathering, intelligence disseminating 

case management tool designed and provided specifically for all CFSs/LCFSs by the NHSCFA. It helps 

CFSs/LCFSs to manage referrals, intelligence, fraud enquiries, case preparation and a range of other 
investigative tasks and includes useful editing tools that help to keep information and cases up to date. 
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Case example – Conflict of interest 

NHS Protect (the NHSCFA’s predecessor organisation) investigated a 

case of suspected corruption at a health body involving an external 

consultancy company (Company A). Company A’s remit included 

seeking out potential partnership arrangements on behalf of the health 

body. 

 

Company A began developing a business relationship with an overseas 

company (Company B). Company A entered into a contract with 

Company B to represent them in promoting a number of their products 

and services globally. 

 

Company A subsequently promoted the benefit of a particular product 

offered by Company B to the health body. With the backing of the health 

body, Company A then ran an exercise to procure this type of product. 

 

Two companies were shortlisted and invited to present their product, one 

of which was Company B. 

 

It became clear that a representative from Company A had been central 

to the procurement and subsequent award of the contract to Company 

B. It was a clear conflict of interest as the two companies had a business 

relationship and their own contract binding them. 

 

It was identified during the investigation that the representative from 

Company A had: 

 

1) written the tender specification relying almost entirely on input 

from Company B 

 

2) been centrally involved in the evaluation of the products from 

the two companies 
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5. Bribes and kickbacks 
 

5.1 In simple terms, a bribe is the giving or receiving of something of value to influence 

a transaction. A kickback is a form of ‘negotiated bribery’ (Wrage 2007) where a 

portion of the value of a contract is demanded by an official as a bribe for services 

rendered, for example securing the contract itself. For the purposes of the Bribery 

Act 2010, a kickback is equivalent to a bribe. The kickback might be said to vary 

from other kinds of bribes in that there is implied collusion between the two parties, 

rather than one party extorting the bribe from the other. 

 

5.2 The Bribery Act 2010 defines bribery as giving or receiving a financial or other 

advantage in connection with the ‘improper performance’ of a position of trust, or a 

function that is expected to be performed impartially or in good faith. The term 

‘improper performance’ means performance which amounts to a breach of an 

expectation that a person will act in good faith, impartially, or in accordance with a 

position of trust. Bribery does not necessarily involve cash. In a procurement 

context, it might involve suppliers providing procurement staff with gifts, hospitality, 

holidays or promises of future employment or exclusive memberships in exchange 

for favourable treatment. In addition, the employee who is the beneficiary would 

usually omit to declare these transactions, which in addition to being illegal in their 

own right, also create a serious conflict of interest. 

 

5.3 Those seeking bribes or giving kickbacks are seeking an unfair advantage. The 

immediate victims of bribes or kickbacks are therefore the firms that lose out unfairly 

and the procuring organisation, which may not receive best value for money. More 

widely, victims include the NHS, the government and society, which are undermined 

by a weakened rule of law and damaged social and economic development. Bribes 

and kickbacks generally degrade the proper operation of free markets. The Office of 

Fair Trading as highlighted that a process that is perceived as unfair could 

discourage companies from submitting tenders, may lead to increased contract 

prices as companies seek to balance the cost of illicit payments and may also 

facilitate collusion between contractors. The damage to an organisation’s reputation 

should the corruption be uncovered is also significant. 

 

5.4 The Bribery Act 2010 created an offence, under section 7, which can be committed 

by organisations which fail to prevent persons associated with them from 

committing active bribery on their behalf. An organisation will be liable to 

prosecution if a person associated with it bribes another person intending to obtain 

or retain business or an advantage in the conduct of business for that organisation. 

It is a full defence for an organisation if it can demonstrate that, despite active 

bribery taking place, it had adequate procedures in place to prevent persons 

associated with it from bribing. An individual found guilty of bribery on indictment 

http://en.wikipedia.org/wiki/Bribery
http://en.wikipedia.org/wiki/Collusion
http://en.wikipedia.org/wiki/Extortion
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may face up to 10 years' imprisonment and an unlimited fine. An organisation failing 

to prevent bribery is punishable by an unlimited fine. 

 

5.5 The Ministry of Justice has published detailed guidance about adequate procedures 

relevant organisations can put in place to prevent persons associated with them 

from bribing8. ISO 37001 Anti-Bribery Management System is the new international 

standard on Anti-Bribery. It was published in October 2016 and specifies 

requirements and provides guidance for establishing, implementing, maintaining 

and improving an anti-bribery management system. 

 

Preventing bribes and kickbacks 

5.6 The following measures can contribute to both effective governance and the target 

hardening of health body processes against bribes and kickbacks: 

 

Process 

▪ Overall responsibility for the effective design, implementation and operation 

of anti-bribery initiatives should be at director level. 

▪ Organisations should adopt a risk-based approach to tackling bribery and an 

initial assessment of risk across the organisation is therefore a necessary 

first step. 

▪ Once risks have been assessed, organisations should put in place 

procedures that are proportionate to the bribery risks that have been 

identified. 

▪ There should be clear ‘gifts and hospitality’ and ‘standards of business 

conduct’ policies which are publicised and enforced. A model policy and 

declaration of interests as well as hospitality and gifts forms are contained in 

NHS Counter Fraud Authority’s Bribery Act guidance which is available on 

the NHS Counter Fraud Authority secure site (https://extranet.cfa.nhs.uk). 

This policy should make it clear that the offering or accepting of bribes is a 

criminal offence and a potential disciplinary matter. 

▪ A register should be kept in which staff are required to record any receipt and 

offering of hospitality or gifts. The policy should make clear what constitutes 

hospitality or a gift, who should complete the register and how often this 

should be done. Completion of the register should extend to health body 

representatives such as consultants or agents. 

▪ Business partners should be made aware in writing of the organisation's anti- 

bribery policies. Suppliers should sign a declaration confirming that they 

understand these policies when submitting quotes or tenders. 

▪ The Chief Executive Officer should make a statement in support of anti- 

bribery initiatives and this should be published on the organisation’s website. 
 
 

8 
https://www.justice.gov.uk/downloads/legislation/bribery-act-2010-guidance.pdf 

https://extranet.cfa.nhs.uk/
https://www.justice.gov.uk/downloads/legislation/bribery-act-2010-guidance.pdf
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Personnel 

▪ Managers should be provided with sufficient resources and proper authority 

to implement and monitor relevant anti-bribery activities aimed at protecting 

the health body’s interests. 

▪ Awareness training should be provided to relevant staff on anti-bribery 

issues, for example values and culture, avoiding conflicts of interest 

situations and helping to prevent bribery. 

▪ Appropriate action should be taken against staff found breaching anti-bribery 

procedures and publicity should be sought. The proactive use of publicity is 

encouraged to promote a strong anti-bribery culture. 

▪ There should be separation of duties between those who identify a 

procurement need and those undertaking the procurement exercise. 

Assurance 

▪ The relationships between long term contractors, including those commonly 

found in Estates departments, and procurement personnel should be 

monitored. It is recommended that key procurement personnel are rotated 

during long term projects. This has the dual benefit of reducing the 

opportunity for the development of inappropriate relationships and facilitating 

the detection of those that have developed. 

▪ A robust justification should be sought for the use of preferred suppliers. To 

provide this, the procurement team can look at the scoring given to quotes or 

tenders and the rationale used to justify the score. Recommended suppliers 

can be evaluated by personnel not directly involved in the procurement 

project. 

Detecting bribes and kickbacks 

5.7 Bribery by its very nature is secret and therefore difficult to detect. The preventative 

measures introduced by health bodies to help mitigate this threat can however also 

assist in its detection. 

 

5.8 The following checks will assist in the detection of bribes and kickbacks: 
 

▪ The gifts and hospitality register should be examined on a regular basis and 

any concerns investigated. The register should be cross-referenced against 

the conflict of interest and tender registers to identify any concerns. Things 

to look out for include individuals recording significant amounts of hospitality 

or gifts, or items known to have been received not being declared. 

▪ Looking out for significant lifestyle changes, while remaining mindful that 

many legitimate reasons are likely to exist for them. 

▪ Looking out for artificially low bids and subsequent inflated charges in the 

post contract phase. 
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▪ Heightened concerns may be raised when a key member of the procurement 

team obtains employment with a supplier after a contract has been awarded. 

▪ Reviewing single tender waivers and the quantity of work going to 

contractors to see if one particular supplier is being awarded more work than 

would reasonably be expected. 

 
 
 

Case example – Bribes and kickbacks 

An individual was in charge of a tender exercise (Tender 1) to engage 

consultancy services for a health body. It was known that one of the 

companies (Company A) bidding for the consultancy services had 

already carried out extensive work for the health body and had forged 

close links with two key members of the department running the 

procurement exercise. 

 

An audit into the procurement raised concerns about the process and a 

referral was made to NHS Protect (the NHSCFA’s predecessor 

organisation). 

 

The subsequent investigation found that during the tender process 

Company A had received confidential information that related to the bids 

of their competitors. The tender was awarded to Company A. 

 

Following the award of the tender to Company A, a contract was 

awarded to a company (Company B) following a separate tender 

process (Tender 2). Company B also had a contract with Company A to 

promote their services. Company A was integral in the procurement 

process run by the health body to award a contract to Company B (see 

Conflict of interest case example). Soon after the award of Tender 2, the 

health body individual involved also started to actively promote Company 

B in the NHS and received a monthly sum from Company B. This sum 

was in addition to and exceeded their NHS salary and was not declared 

to the health body. Payments were made through Company A. 
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6. False quotations and tenders, and bid 

rigging 

6.1 Procurement exercises often allow NHS officials to use their discretion in deciding 

which individuals or companies should be invited to bid. Limiting the call for bids is 

one way in which a dishonest employee can influence the procurement process. 

The need to demonstrate that competitive tendering requirements have been met 

can lead to the generation of false quotes and tenders. The production of phantom 

quotes or tenders from rival or fictitious companies creates the illusion of 

competition, when in reality a preferred bidder will succeed. 

 

6.2 The risk of false quotes or tenders is more prevalent in procurements that follow a 

less stringent process, i.e. those under the OJEU threshold or those conducted 

outside of a centralised procurement team/office. The risk of false quotes or tenders 

may also co-exist with that of contract splitting (see section 9). False quotations can 

also take place when a procurement need has been inflated or created; fictitious 

quotes in these cases result from the fact that there is no genuine desire to 

complete the work or order the full extent of goods or services. 

 

6.3 The uncompetitive market created through the use of false quotes will often lead to 

higher prices being paid. Individuals engaging in false quotes may be guilty of Fraud 

Act and Bribery Act offences. 

 

6.4 Bid rigging occurs when bidders agree among themselves to eliminate competition 

in the procurement process, thereby denying the public a fair price. 

 

Preventing false quotations and tenders, and bid 

rigging 

6.5 The following measures can contribute to both effective governance and the target 

hardening of health body procurement processes against false quotations and 

tenders: 

 

Process 

▪ Suppliers should be selected from an approved list (where available) 

according to predetermined and justifiable criteria. 

▪ The use of negotiated or restricted tendering should be justified. 

▪ The time and date for the return of tenders should be specified at the outset. 

▪ Invitations to submit quotes or tenders should be retained. This should 

include all correspondence with potential suppliers. 

▪ Bids should be received within the required timeframe. 
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▪ Exceptional decisions to include bids submitted after the deadline must be 

justified in writing. 

▪ A record of quotes/tenders should be maintained, including the names of 

contractors and the amount of tenders submitted by each. 

Tenders received by post 

▪ The return envelopes should be marked ‘tender‘. 

▪ The date and time of tenders should be noted on the envelope. 

▪ Bids should be opened at the same time by a minimum of two people not 

otherwise involved in the tender process. 

▪ Bids should be stored securely. 

▪ The signatures of persons opening tenders and the signature of the person 

receiving tenders for evaluation should be recorded in a register of 

quotes/tenders. 

E-procurement systems 

▪ E-procurement systems can significantly reduce the time spent creating and 

awarding a tender. A system of prequalification, including security 

mechanisms to identify the party using the system, minimises the potential 

for a person to submit a tender without the appropriate authority or for a 

person to forge a tender adopting another person’s identity. 

Personnel 

▪ There should be separation of duties between individuals involved in the 

selection of potential suppliers (including an invitation to bid), those involved 

in sending out the invitations to bid and those responsible for evaluating the 

tenders. 

▪ Staff involved in procurement (and not just staff in the procurement 

department) should have the relevant competencies and skills to contribute 

to procurement projects. 

Assurance 

▪ The procurement of all goods and services should be subject to robust 

internal governance, e.g. auditors/managers engaging in regular spot checks 

of procurement transactions, including the regular review of procurement 

files. 

Detecting false quotations and tenders 

6.6 Special consideration should be given to examining the conditions that could lead to 

the submission of false quotations and bids. These include the splitting of contracts 

(see section 9) and creating a procurement need. The latter can be monitored by 
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examining the basis of the procurement need and the proposed spend levels for 

any project. This may be best done by an overseeing committee, who should refer 

any concerns to either Internal Audit or the health body’s LCFS. 

 

6.7 The following checks will assist in the detection of false quotations and tenders: 
 

▪ The Competition and Markets Authority has developed a “screening for 

cartels” tool to help procurers, audit, and counter-fraud professionals screen 

their tender data. The tool uses algorithms to spot unusual bidder behaviour 

and pricing patterns identified in past cartels. It will tell you which (if any) of 

your procurement exercises show any signs of bid-rigging. 

▪ Identifying how bids are received, stored and opened. Is there a robust 

process in place to ensure that all bids are administered in the same way? 

▪ Examining records of which suppliers have bid for particular projects. This 

may show a pattern whereby the health body is inviting the same suppliers 

to bid on numerous projects, or the same supplier is winning numerous 

tender exercises and the same rival suppliers are constantly losing. This 

kind of situation requires close examination, in that it would be unusual for 

losing bidders to continue to bid on a large number of tender exercises if 

they were always unsuccessful. An added warning indicator is if they never 

asked for feedback as to why they were unsuccessful. The LCFS should 

look for patterns with regard to which suppliers are bidding for work and 

whether any communication (e.g. request for feedback on unsuccessful bids, 

especially if numerous) has been received. 

▪ Analysing bids to see if the same contractors regularly appear with similar 

pricing structure or where all but one of the contractors have submitted 

unrealistically high prices. 

▪ Running sample checks on unsuccessful quotes. Does the company exist, is 

it known to the health body, are there any links between successful suppliers 

and unsuccessful bidders (e.g. subcontracting)? This should be done when 

other indicators raise concerns regarding the procurement process. 

▪ Contacting unsuccessful suppliers to verify their quote. 

▪ Analysing spend against each supplier and looking at other quotes received, 

looking out for similar templates on quotes. 
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Case example – False quotations and tenders 

An estates department worked with an external contractor (Company A) 

and used them for various building works across the hospital. 

 

A referral was received from a whistleblower who stated that the 

company being used for this work was greatly inflating the cost of 

materials used, which they subsequently billed to the health body. 

 

Once an investigation commenced, it was discovered that the company 

had been paid almost £1 million in three years. All of their work had been 

in lump sums of £25,000 or less and had gone through a three-quote 

process. Approximately 40 pieces of work had been awarded to the 

company. On closer examination of the other quotes submitted, it was 

found that the same two companies had been unsuccessful bidders for 

every piece of work. 

 

The two unsuccessful bidders were contacted and confirmed that they 

had only bid for one or two pieces of work at the health body over the 3- 

year period. It was established that the other quotes had been falsified 

by a member of the estates team. The investigation also uncovered that 

the wife of the Estates Manager worked for Company A and that 

materials were being inflated to increase invoice values. 

 

This example illustrates that a concern in one area may lead to several 

concerns in other areas of the procurement process. 
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7. Manipulating the tender selection process 
 

7.1 The processes of writing a tender specification, inviting tenders and evaluating bids 

all provide opportunities for unfairly favouring contractors while maintaining the 

illusion of competition. Methods for achieving this include: 

 

▪ Biased, restrictive or vague tender specifications which unjustifiably favour a 

particular bidder. 

▪ Biased selection of potential bidders. Invitations to tender can be sent out to 

companies that are highly unlikely to bid or offer meaningful competition. 

Advertisements inviting tenders can be placed in very obscure publications, 

or publications which are not geographically suitable. 

▪ A deliberately rushed process which puts a number of competitors at a 

serious disadvantage. Preferred suppliers can be given advance notice to 

prepare a bid, whereas the competition is provided with an unreasonably 

short timescale to produce a meaningful submission. Alternatively, preferred 

suppliers may be afforded unjustifiable deadline extensions. 

▪ Skewing tender weightings. This involves setting evaluation criteria in a way 

that does not correspond to the actual requirements of the buyer, for 

example criteria that are not particularly relevant to price, volumes of work 

required or quality and which will either favour a particular supplier or allow 

one supplier to manipulate the price offered. This supplier will be aware of 

the weightings being skewed. They will quote a very low price for tasks listed 

in the tender which have been given an artificially high weighting and a high 

price for tasks given a low weighting. The tasks given a low weighting are the 

tasks that will in reality be required by the health body. The impact of this is 

that the supplier who is awarded the work will not provide best value for 

money to the health body. 

▪ Disguising a new contract as a change of specification to an existing contract 

with a favoured supplier, removing the need for a procurement process. 

 
7.2 These methods share one essential feature: they all prevent the buyer from paying 

a fair price for the product bought. As a consequence of a corrupted tender process, 

the buyer may end up with a product or service the attributes of which neither 

correspond to business need nor represent value for money. The implications for 

the buyer may be a direct impact in terms of cost, quality and suitability as well as 

the indirect cost associated with re-running and/or compensating for a flawed 

procurement exercise. 
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Preventing a manipulated tender selection process 

7.3 The following measures can contribute to both effective governance and the target 

hardening of tender selection processes against manipulation. 

Process 

▪ Specifications should be checked by someone other than the author to 

ensure that they are easy to read and consistent with other similar 

specifications, and that they contain only essential information and tasks. 

▪ Having been checked, the specification should be approved by procurement 

personnel. The approval process should certify that the product is needed by 

the organisation and is included in the budget. It should also be certified that 

the specification accurately defines what is needed, is free from bias and 

does not favour a particular company or person. Extra care is needed when 

the specification is highly technical and there has been a reliance on one 

individual to draw it up. Overreliance on an individual with a high level of 

technical expertise is a risk and consideration should be given to recruiting 

external assistance in some cases to provide oversight and maintain the 

‘four eyes principle’. 

▪ All suppliers should have sufficient time to prepare adequately for a tender. 

▪ The specification and evaluation model should be based on a study of 

essential needs and this should be documented. The requirements and 

evaluation model may be derived from past procurements and historic 

service use. All decisions should have a rationale and an audit trail reflecting 

how they are arrived at. Key service stakeholders should be involved in the 

process. 

▪ The decision relating to where to advertise and who to invite to bid should be 

well reasoned and documented. 

▪ Business partners should be made aware in writing of the organisation’s 

anti-bribery policies. Suppliers should sign a declaration confirming that they 

understand these policies when submitting tenders. 

▪ Bidders should have access to debrief material following a selection process 

and there should be a formal complaints process for them to pursue any 

concerns they may have. 

Personnel 

▪ There should be separation of duties with respect to drafting and approving 

specifications. 

▪ Tender evaluation panels can be established to include service users and 

operational personnel with experience in the field being procured. The panel 

should be balanced so as not to favour a particular bidder. Care should be 

taken not to unfairly steer criteria towards the strengths of one particular 

supplier and the weaknesses of another. 
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Assurance 

▪ Those reviewing a proposed procurement should ensure that there is 

sufficient detail and information to justify, for example, tender specifications, 

the process for inviting bidders, and weightings and evaluation criteria before 

suppliers are invited to tender. 

Detecting manipulated tender selection processes 

7.4 The following checks will assist in the detection of manipulated tenders: 
 

▪ It is important to examine whether or not the procurement process identified 

as many suitable suppliers as possible to ensure the best likelihood of 

obtaining value for money. 

▪ It should be established whether or not the time frame allowed for the 

procurement exercise afforded suppliers a proper opportunity to effectively 

compete. 

▪ The rationales used for inviting suppliers to bid should be examined. 

Relevant suitability factors may include: 

 
a) size of the supplier (they may be too large to consider a small amount 

of work) 

b) location of the supplier (they may not be in the correct geographical 

area to want to bid for the work) 

c) capability to do the work (is it their normal sphere of work?) 

d) links between potential suppliers (does one firm typically subcontract 

for another?) 

e) information from past invitations to bid (are suppliers being invited to 

bid who consistently fail to do so?) 

 
▪ The LCFS may wish to consider monitoring the percentage of non-returns of 

invitations to bid over time. An increase in this number may indicate that 

procurement has become less competitive. Further steps may then be taken 

to establish why this is the case. 

▪ It may be appropriate to question why the same companies are repeatedly 

being invited to bid. This may simply indicate a lack of real competition. 

Nonetheless, the invitation of companies that consistently fail to bid or win 

may also indicate deliberate manipulation of the tender process. 

▪ It should be examined in which publications the adverts for the work are 

placed. Is the choice of publication sensible in relation to the need and would 

it reach the desired audience to provide a good selection of potential 

suppliers? Is the publication one that has proved successful in past 

procurements and is there any deviation from normal publications used? On 

balance, are the most suitable suppliers bidding for the work? 
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▪ The evaluation process can be looked at to ensure that there were relevant 

detailed evaluation criteria. What was the rationale for using these criteria 

and were relevant service users involved in the design or award? 

▪ Are there significant differences between the specification used on the 

invitation to tender and the contract awarded? Any differences may need to 

be looked at to determine the reasons for the change and to ascertain how 

they came about. It may be necessary to determine the extent of negotiation 

after the submission of tender bids. Whether negotiation is allowable will 

depend on the type of procurement process being followed (see 3.12). 

▪ Where the anticipated cost of a contract has risen beyond reasonable 

expectations, checks can be undertaken examining the nature of the goods, 

works or services invoiced and whether this is an accurate reflection of the 

goods, works or services originally predicted in the tender weightings. If there 

are large variances between anticipated and actual charges and/or between 

the work that has been carried out and the volumes and types of work in the 

specification, the reasons for this need to be examined. The acceptable level 

of variance should be determined and variances over that value should be 

investigated further. 

▪ Unsuccessful bidders should be contacted if concerns are identified through 

the procurement process. Experience suggests that companies are unwilling 

to come forward to complain about an unfair specification due to fear of 

damaging future bids. This is so even when it is clear that a specification 

favours one of the rival bidders. A proactive approach should be considered 

when concerns exist. 

 

Case example – Manipulated tender selection 

processes 

Allegations were received that an NHS project manager had used his 

position to obtain decorating work for a relative and that excessive 

payments had been made by the health body as a result. 

 

An investigation established that the relative initially worked for the 

health body as a subcontractor. The managing director (MD) of the firm 

hired as main contractor was instructed by the project manager to use 

the relative as a subcontractor. The MD was not aware of the work being 

carried out by the subcontractor and was also told by the project 

manager how much he should invoice the health body. The relative then 

submitted a tender to provide decorating services directly to the health 

body. The tender appeared to show that it was competitive, which 
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justified it being the winning bid. 
 

A subsequent analysis of the procurement process established that the 

tender weightings had been rigged. The project manager had applied 

incorrect weightings to certain elements of the specification when 

formulating the tender, resulting in a skewing of the volume and amount 

of work required. The specification had placed particular emphasis on 

the requirement for specific tasks which in reality were not needed or 

relevant. The relative’s bid deliberately showed a low cost associated 

with those tasks, making the rival bidders’ tenders appear to be over- 

priced and less competitive. Conversely, the tasks which were required 

in large quantities were given a low weighting in the tender. This allowed 

the supplier to bid a high price for these tasks. Because of their low 

weighting, these high charges did not impact greatly on the 

competitiveness of the bid submitted by the relative’s company. 
 

The investigation found that the contract and the work carried out had 

been poorly managed by the project manager and the health body. The 

estimated cost of the contract was £154,000 over five years. However in 

the first 18 months of the contract the health body had been billed and 

paid out over £300,000. 

 

There were few or no records to verify the amounts being invoiced by 

the relative’s company, although there were detailed records of work 

undertaken by other contractors, including timesheets and receipts of 

materials. 

 

The health body’s procurement department should have been fully 

involved in the tendering process, which instead was controlled by the 

estates department. The health body also failed to adequately record 

staff business interests. Furthermore, the invoices should have detailed 

what work had been carried out and what was being charged. Had the 

tender specification and bids been reviewed by an independent quantity 

surveyor, it is likely that the skewing of specification weightings would 

have been identified. 

 

The project manager was dismissed from his position following evidence 

from NHS Protect (the NHSCFA’s predecessor organisation) in relation 

to irregularities in the tendering process. However the Crown 

Prosecution Service chose not to prosecute. Part of the reason for this 

were the systemic failings within the health body to control costs and a 

culture of work being given to favoured contractors with little work being 

tendered. 
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8. Contract splitting 
 

8.1 A contract’s known or estimated value should determine the nature of the 

competitive procurement process that is applied. The financial thresholds which 

dictate this are provided by both SFIs and EU procurement directives. A contract’s 

value is defined as the total consideration, excluding VAT, that is to be paid over its 

lifetime. 

 

8.2 By splitting what would be a single contract into a number of parts having smaller 

value, it is possible to avoid thresholds that would otherwise ensure a more 

stringent procurement process is applied. Also referred to as contract 

disaggregation, the splitting of a contract can be done to avoid more intense 

scrutiny of the procurement process. Where procurement is under less scrutiny, the 

likelihood of offenders being caught is lower. 

 

8.3 It is known that contract splitting is sometimes used inappropriately by those 

involved in the procurement to simply speed up the process. While transgressions 

of this kind may appear relatively minor, such behaviour is likely to constitute a 

breach of health body policy and could be an offence under EU regulations. 

Furthermore, an organisational culture that allows for breaches of procurement 

rules to enter into ‘business-as-usual’ undermines the organisation’s own ability to 

effectively tackle fraud and corruption (see 4.3). On its own, therefore, the presence 

of contract splitting does not automatically mean that fraud and corruption has taken 

place. It does, however, create an environment in which criminality can thrive. 

 

Preventing contract splitting 

8.4 The following measures can contribute to both effective governance and the target 

hardening of health body processes against contract splitting: 
 

Process 

▪ A health body’s procurement policy should state that there should be no 

splitting of purchases simply to avoid the application of a more stringent 

procurement process. 

▪ Where a contract is split, and its splitting would prevent it from reaching a 

higher procurement process threshold (e.g. one triggering EU tendering 

requirements), the rationale for this should be recorded and brought to the 

attention of the appropriate governance group. 

▪ There should be an effective categorisation of spend so that reports can be 

made against it. Classification coding assists in spotting anomalies. It is 

important to ensure that common goods and services are given the same 

code if they belong to the same product type (e.g. rubber gloves are 

recorded under one code rather than several different codes according to 
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type). Rationalising the product line is important to determine whether there 

are any issues in this area and for value for money. 

Personnel 

▪ Changes to procurement regulations and thresholds should be 

communicated promptly to appropriate staff. 

Assurance 

▪ There should be regular spot checking of procurement files and transactions. 

▪ It is suggested that the governance group’s remit should include the 

examination and assessment of all supplier spend by tender process 

followed. 

Detecting contract splitting 

8.5 There are a number of mechanisms that can assist a health body in identifying 

contract splitting. 

 

▪ The overall expenditure on a particular supplier can be looked at and cross 

checked against the number and types of procurement processes the 

supplier undertook. This may indicate whether pieces of work are being split. 

The reasons for splitting work will need to be looked at as there may be good 

operational reasons for doing so. However, the rationale behind such 

decisions should be recorded and the records kept for future examination. 

▪ Classification coding reports should be compiled so that any anomalies 

around common spend being split can be identified. 

▪ The contracts (or lack of contracts) held by a supplier can be looked at to 

determine whether a proper process has been followed. The absence of a 

contract may indicate that an abuse of process has occurred. 

▪ The health body’s biggest suppliers should be checked twice a year for 

unexpected high costs. Where there are outliers, cross referencing orders, 

values and contracts can be useful. Where they do not align, contract 

splitting may have occurred. 

 

Case example – Contract splitting 

Allegations had been made against a manager regarding inappropriate 

awarding of contracts to a preferred contractor. It was noted that the 

values of contracts awarded to the preferred building contractor were 

mostly under the value above which the health body’s SFIs dictated that 
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a formal process for obtaining three competitive quotes should be 

applied. 

 

An investigation established that over a three-year period the value of 

contracts awarded to the building company in question had risen 

alarmingly. Most of the contracts awarded were for amounts that were 

under the threshold for obtaining quotes. 

 

The health body procurement team did enquire about the amount of 

orders placed by the manager, who responded by arguing that the 

contractor always provided value for money. 

 

The investigation established that the manager was ‘contract splitting’ to 

avoid a competitive process. It was also found that the manager had 

been given too much autonomy with regard to managing the planning 

and tendering of projects, with no separation of duties. There was also a 

lack of supervision and an absence of controls in the management of 

these projects. 

 

It was subsequently established that the contractor had also provided 

their services directly to the manager in a private capacity. 
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9. Raising awareness of procurement fraud 
 

9.1 LCFSs should include procurement fraud as part of local fraud awareness initiatives 

and campaigns. This applies particularly to any events such as induction and 

training delivered to staff in the procurement/finance/accounts payable 

departments. 

 

9.2 Directors of finance and procurement should ensure that staff with responsibility 

within the procurement process, or for supervising these processes, are made 

aware of the risk of procurement fraud in line with the NHSCFA’s guidance and 

intelligence publications. 

 

9.3 Resources to support LCFSs in delivering local fraud awareness initiatives are 

available on the NHSCFA’s website at https://cfa.nhs.uk/fraud-prevention/fraud- 

awareness-toolkit. 
 

9.4 LCFSs should work with communications departments in their health bodies to 

identify ways to raise awareness of procurement fraud with health body staff. This 

could include, for example, putting an article in the staff newsletter, developing local 

posters and leaflets, and making use of available social media channels (in 

accordance with each health body’s social media policies) to reach all staff, and 

particularly those responsible for any aspect of the procurement process. 
 

Media relations 

9.5 Proactive engagement with the media remains an excellent and cost-effective way 

to reach large public and NHS audiences with a deterrent, anti-fraud message. TV 

and radio stations, newspapers and health trade titles have all shown a keen 

interest in procurement fraud, given the potential scale of losses. At the local level, 

this should be led by health body communications teams, giving full support to their 

LCFS. 

 

9.6 The NHSCFA's Media Relations Office will present the national picture on NHS 

procurement fraud. For information and advice you can contact Rianne Endeley- 

Brown (Media Relations Officer) on 020 7895 4523, e-mail rianne.endeley- 

brown@nhscfa.gsi.gov.uk or James Robertson (Senior Media Relations Officer) on 

020 7895 4524, e-mail james.robertson@nhscfa.gsi.gov.uk. 

https://cfa.nhs.uk/fraud-prevention/fraud-awareness-toolkit
https://cfa.nhs.uk/fraud-prevention/fraud-awareness-toolkit
https://cfa.nhs.uk/fraud-prevention/fraud-awareness-toolkit
mailto:katie.scott@nhsprotect.gsi.gov.uk
mailto:katie.scott@nhsprotect.gsi.gov.uk
mailto:katie.scott@nhsprotect.gsi.gov.uk
mailto:james.robertson@nhsprotect.gsi.gov.uk
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10. Reporting suspected fraud and corruption 
 

10.1 Allegations of fraud or corruption may be received from a number of sources. It is 

important that there are effective processes in place for staff to report incidents 

involving invoice fraud and these processes are documented within a SOP or policy 

and widely communicated to staff. Staff should be supported and encouraged to 

report and be assured that the incident will be investigated and appropriate action 

taken. All incidents involving fraud should be reported to the health body’s LCFS or 

to the NHSCFA. 

 

10.2 In the case of the NHSCFA, referrals will normally be made either by LCFSs or 

directly by a health body. However, they may come from a number of other sources, 

such as the police, other law enforcement agencies, members of the public, NHS 

employees and whistleblowers. 

 

10.3 The two easy ways to report fraud to the NHSCFA are through the NHS Fraud and 

Corruption Reporting Line 0800 028 4060 or online at: https://cfa.nhs.uk/reportfraud. 
 

10.4 It is important that all allegations of fraud and corruption are recorded and 

investigated in a professional, consistent, objective and timely manner. If 

investigations are conducted in this way then they will form a good foundation for 

the application of appropriate sanctions. 

 

10.5 It is not necessary to wait until the information can be provided in a format allowing 

it to be produced as evidence. Allegations and incidents of fraud should always be 

recorded on NHSCFA’s FIRST9 system as Information Reports. All available 

information should be recorded, including any subsequent enquiries that are made. 

 

10.6 Access to FIRST can only be gained by NHS accredited Counter Fraud Specialists 

(CFSs), LCFSs or other authorised users who hold a current NHSCFA nomination 

and who, in the case of LCFSs, are currently employed by an NHS body 

 

10.7 The use of FIRST is mandatory for all NHSCFA CFSs and for LCFSs. 
 
 
 
 
 
 
 
 
 
 

 

9 
FIRST (Fraud Information Reporting System Toolkit) is an information gathering, intelligence disseminating 

case management tool designed and provided specifically for all CFSs/LCFSs by the NHSCFA. It helps 

CFSs/LCFSs to manage referrals, intelligence, fraud enquiries, case preparation and a range of other 
investigative tasks and includes useful editing tools that help to keep information and cases up to date. 

https://cfa.nhs.uk/reportfraud
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11. Glossary 
 

 

Accountable Officer The NHS officer responsible and accountable for 

funds entrusted to the health body. They are 

responsible for ensuring the proper stewardship 

of public funds and assets. 

Bribery (active and passive) Giving or receiving a financial or other 

advantage in connection with the improper 

performance of a position of trust, or a 

function that is expected to be performed 

impartially or in good faith. (Active bribery: 

promising or giving a financial or other 

advantage. Passive bribery: agreeing to 

receive or accepting a financial or other 

advantage). 

Commissioning The process for determining the need for and 

obtaining the supply of healthcare and related 

goods/services by a health body within available 

resources. 

Conflict of interest A situation in which a person has a private or 

personal interest sufficient to appear to influence 

the objective exercise of his or her official duties 

as a public official, an employee, or a 

professional. 

Contract A legally enforceable agreement between two 

parties (does not necessarily have to be, but 

usually is, in writing). 

Contract disaggregation An alternative term for contract splitting. 

Contract splitting By splitting what should be a single contract into 

a number of parts having smaller value, it is 

possible to avoid thresholds that would 

otherwise ensure a more stringent procurement 

process is applied. 



OFFICIAL 

OFFICIAL 41 

 

 

 
 
 

Contracts register A document which lists all the contracts held 

between an NHS body and its suppliers that are 

valued over a certain threshold. 

Framework agreement A contractual vehicle that allows purchasers to 

order goods or services under the terms and 

conditions specified in the agreement. 

FIRST NHSCFA’s online fraud case management and 

information reporting system. 

Gifts and hospitality register A document which lists offers of gifts and 

hospitality which have been declared, typically 

reviewed annually by a governance committee. 

Government Procurement 

Service 

An executive agency of the Cabinet Office 

whose priority is to provide procurement savings 

for the UK public sector as a whole and 

specifically to deliver centralised procurement for 

central government departments. 

Nominated officer An officer charged with the responsibility for 

discharging specific tasks within Standing 

Orders and Standing Financial Instructions. 

Invitation to tender A step in the procurement process in which 

qualified suppliers or contractors are invited to 

submit sealed bids. 
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Official Journal of the 

European Union 

The EC Public Procurement Directives require 

all public bodies, including NHS health bodies, to 

provide details of proposed procurements over 

certain financial values in order to demonstrate 

adherence to the EC Treaty principles of non- 

discrimination, equal treatment and 

transparency. These details are published as 

adverts in the Official Journal of the European 

Union (OJEU). This allows all companies 

replying to an advertisement to have an equal 

opportunity to express an interest to tender. 

Procurement The process of acquiring goods, works or 

services. 

Public Private Partnership Public Private Partnerships are those initiatives 

which involve the private sector in the arena of 

public services. 

Register of interests A document which details personal or business 

interests held by individuals which may affect, or 

be perceived to affect, the performance of their 

role. 

Register of tenders Document used by health bodies to keep a 

record of the tendering process, the opening of 

bids and details of the successful bidder. 

Standing Financial 

Instructions 

A document setting out the measures a health 

body has adopted for the regulation of its 

proceedings and business. 

Single tender waiver The decision that competitive tendering is not 

applicable and should be waived. The fact of the 

waiver and its reasons should be documented, 

recorded and reported to the audit committee. 
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Standards of business 

conduct 

A document aimed at providing employees with 

an awareness of their own personal 

responsibilities in their conduct as public service 

employees in the NHS. 

Standing Orders Standing orders set out the responsibilities of 

individuals with regard to proceedings and 

business. 

Target hardening A strategy aimed at designing crime out of 

systems and polices by making it harder for 

crimes to be committed, and reducing potential 

gains from them. 

Tender A formal offer to supply goods, works or services 

at a stated cost or rate. 

Tender specification A document that seeks to clearly, accurately and 

completely describe in detail what the health 

body needs to purchase. 

Tender weighting A process for the assessment of tenders which 

places greater significance on the performance 

of certain elements over other, non-critical 

factors. 

Value for money The best combination of whole-life costs and 

quality, to meet the health body’s needs. 
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